Agency-Level Internal Control Assessment

Risk Assessment Tools

Exhibit 7:  Risk Management


	

	This Control Implemented and Operating Effectively
	Agree/Disagree
	Comments

	1. The agency identifies potential events that may adversely affect the achievement of agency-wide or division objectives. Formal or informal mechanisms exist to inform management of these events that are considered risks 
	    FORMDROPDOWN 

	      

	2. Management assesses for inherent risk, each event or combination of events that represents a risk, considering both likelihood and impact, and then develops a risk response. Risk assessments consider data sensitivity and integrity.
	    FORMDROPDOWN 

	     

	3. In determining risk response, management considers the effects of potential responses on risk likelihood and impact because a response may affect the likelihood and impact differently.
	    FORMDROPDOWN 

	     

	4. Management considers the relative costs and benefits of alternative risk response options.
	    FORMDROPDOWN 

	     

	5. When considering cost-benefit relationships, management looks at risks as interrelated and pools the agency’s risk reduction and risk sharing responses
	    FORMDROPDOWN 

	     

	6. The agency’s risk response considerations are not limited solely to reducing identified risks, but also include consideration of new opportunities.
	    FORMDROPDOWN 

	     

	7. Once management has selected a response, management determines whether an implementation plan is needed.
	    FORMDROPDOWN 

	     

	8. If an implementation plan is needed, management establishes the necessary control activities to ensure the risk response is carried out.
	    FORMDROPDOWN 

	     

	9. Once a risk response is developed for each risk, management considers residual risk.
	    FORMDROPDOWN 

	     

	10. Management uses an appropriate blend of quantitative or qualitative techniques across the various divisions/functions such that sufficient consistency exists to assess risks agency-wide.
	    FORMDROPDOWN 

	     

	11. Agency periodically assesses the vulnerabilities to fraudulent activities and other risk related events and whether exposures could materially impact operations. This assessment includes a review of internal controls’ effectiveness to prevent, deter and detect such activities.  This assessment is performed whenever systems, facilities or other conditions change.
	    FORMDROPDOWN 

	     

	12. The process used to analyze risks is clearly understood and includes estimating the significance or risks and assessing the likelihood of their occurring.
	    FORMDROPDOWN 

	     

	13. Final risk determinations and managerial approvals are documented and kept on file.
	    FORMDROPDOWN 

	     

	14. There is a corrective action plan process in place to promptly resolve audit and monitoring findings from both internal and external sources.
	    FORMDROPDOWN 

	     

	Conclusions Reached and Actions Needed:
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