Agency-Level Internal Control Assessment

Control Activity Assessment Tools

Exhibit 12:  Access Control


	

	This Control Implemented and Operating Effectively
	Agree/Disagree
	Comments

	1. The agency classifies information resources according to their criticality and sensitivity.  Consider the following: 

· Resource classifications and related criteria have been established and communicated to resource owners.

· Resource owners have classified their information resources based on the approved criteria and with regard to risk determinations and assessments and have documented those classifications.
	    FORMDROPDOWN 

	      

	2. Resource owners have identified authorized users, and their access to the information has been formally authorized.
	    FORMDROPDOWN 

	     

	3. The agency has established physical and logical controls to prevent or detect unauthorized access.
	    FORMDROPDOWN 

	     

	4. Sensitive or confidential data files are password protected or encrypted at all times including on portable flash drives, thumb drives, laptops or in email transmissions.
	    FORMDROPDOWN 

	     

	5. Passwords are required for access to all computers. Staff are required to regularly change passwords.
	    FORMDROPDOWN 

	     

	6. The agency monitors information systems access, investigates apparent violations, and takes appropriate remedial and disciplinary action.
	    FORMDROPDOWN 

	     

	7. Policies are in place to prevent the sharing of employee passwords.
	    FORMDROPDOWN 

	     

	8. Documented procedures are in place for removing access to all systems when an employee with access leaves the agency. These procedures are followed on a consistent basis.
	    FORMDROPDOWN 

	     

	Conclusions Reached and Actions Needed:
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