Agency-Level Internal Control Assessment

Monitoring Assessment Tools

Exhibit 59:  Fraud, Waste & Abuse 

	

	This Control Implemented and Operating Effectively
	Agree/Disagree
	Comments

	1. Management has established performance measures for processes, key performance indicators, and other components that could potentially be high-risk for fraudulent activity.
	    FORMDROPDOWN 

	      

	2. Controls are in place to identify improper reporting of receivables/cash to conceal misappropriation of receivable payments.
	    FORMDROPDOWN 

	     

	3. Controls are in place to identify unauthorized P-card transactions, fictitious vendors, and inflated invoices from vendors.
	    FORMDROPDOWN 

	     

	4. Controls are in place to identify unauthorized payroll adjustments.
	    FORMDROPDOWN 

	     

	5. Management conducts periodic capital asset inventory reviews to account for all departmental assets and identify potential theft by employees.
	    FORMDROPDOWN 

	     

	6. Management periodically reviews work flow processes to identify transactions and positions that are a high risk of being subject to fraud.
	    FORMDROPDOWN 

	     

	7. Management has established appropriate segregation of duties, proper review and approval levels of authority, and proactive fraud review procedures.
	    FORMDROPDOWN 

	     

	8. The agency has developed and documented a related party transactions policy and approval process. Potential conflicts of interest for related party transactions are disclosed on a periodic basis and applicable information is made available to procurement staff. Potential contractor and subrecipients are required to disclose potential conflicts of interest and other potential violations.
	    FORMDROPDOWN 

	     

	9. A periodic review process is conducted to evaluate whether the current controls are effective to ensure fraud risk is addressed.
	    FORMDROPDOWN 

	     

	10. Management has conveyed a “zero tolerance” policy for fraudulent activity and provides employees with training and awareness regarding their responsibility to communicate any potential wrong doing.
	    FORMDROPDOWN 

	     

	11. The agency has published a method for public and employee reporting of suspected fraud, waste and abuse.
	    FORMDROPDOWN 

	     

	12. The agency has existing procedures for investigating/substantiating suspected instances of fraud, waste and abuse.
	    FORMDROPDOWN 

	     

	13. Senior management ensures that the necessary follow-up actions are taken in response to reported control deficiencies.
	    FORMDROPDOWN 

	     

	14. Current audit/compliance reporting procedures are timely and effective.
	    FORMDROPDOWN 

	     

	Conclusions Reached and Actions Needed:
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